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Liability in Cyberspace’

PIERRE TRUDEL

INTRODUCTION

The advent of cyberspace, as a place of interaction, brings the ques-
tion of the apportionment of responsibility among participants in
electronic communication more acutely to the fore. In most coun-
tries, there is debate on who is answerable for the information
circulating on open networks such as the Internet. Now that we have
outgrown the idyllic conceptions of a cyberspace? which evades all
regulation and is exempt from any conflict, and with interaction in
these virtual places on the increase, the most pressing issue is that of
liability. There is no escaping the question as to ‘who’ is answerable
for information that has caused conflict or damage. It is in the laws of
the different territories and countries that firm guidance on these
questions is to be found.

In order to deal with this aspect, it is important to specify the
scope of the problem of liability in cyberspace — a fairly new area for
law. The heuristic approaches that are used to isolate the respective
responsibilities of the different participants in electronic communica-
tion must then be tackled. :

CYBERSPACE

Cyberspace® is an undefined area. It is the continually provisional
consequence of the interconnections existing among computers con-
nected in accordance with compatible protocols. Its morphology is
determined by the software tools used and the links existing be-
tween the sites and the data. Thus the hypertext that is a feature of
the World Wide Web produces a continually redefined and unpre-
dictable space, fluctuating with the links that the users decide to
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190  The International Dimensions of Cyberspace Latw

activate. The course followed by each of the participants in electronic
communication depends on the choices he or she makes and the
links available.

Cyberspace has four characteristics which assume importance when
the problem of its regulation is considered. It is virtual space, a,place
for interaction, and it is characterized by the sovereignty of the user
and by competing regulations.

Virtual Space

Cyberspace is not situated at a specific point in territorial space.* The
possibility of controlling activities that take place in it has little to do
with the physical location of the protagonists. It can be defined as
virtual space resulting from the manifold interconnections made pos-
sible by the interoperability of the networks. Whereas, in the physical
world, the location of persons and businesses within national fron-
tiers is a basic premise of the applicability of the principles of the law
of a particular state, in cyberspace everything is simultaneously
present and absent at a given geographical position. A message is
present wherever a computer is connected; all the states in which one
of these points of reception is to be found can claim to apply their
law. Few, however, are actually in a position to enforce it.

A Place for Interaction

The Internet is not just a place for broadcasting; it is much more a
place for interaction. We must set aside the approaches based on the
premise that this virtual space is used for broadcasting and concen-
trate on determining the scope of the problem of a regulatory
framework for the activities going on in places of interaction. In
respect of places of interaction, rules are less concerned with govern-
ing the dissemination of information than with providing a framework
within which relations on the Internet may be contained. At least
three areas of conflict almost always become apparent at some time
or other in the environments of open or interactive networks.’

The first area of conflict concerns right of access to the networks:
someone who is not in a network wants to gain access to it, whereas
those who are already in it or who control it want to keep that person
out. This type of conflict calls for a clarification of the principles
governing the right of access to the networks. It presupposes the
introduction of measures that will ensure equity or equality as re-
gards access. Under what conditions should there be rules
guaranteeing universal access? By what means can we ensure that
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Liability in Cyberspace 191

basic services are available to whole populations? How can what
should be regarded as a basic service and what constitutes an op-
tional service be differentiated? These questions concern the status of
the networks, the principles of their operation and the rules govern-
ing rate fixing. Furthermore, the networks are coming increasingly
under the control of private bodies. While they are gateways to
cyberspace on a global scale, the networks are also gatekeepers that
can, in practice, decide to exclude participants in electronic commu-
nication. The question of their responsibility thus arises in two
respects: as gatekeepers and as holders of certain monitoring powers
of an editorial nature.

A second area of conflict affects the flow of information. Some
people want to prevent certain information from circulating, whereas
others want to continue to broadcast or receive such information.
Information that is defamatory or violates privacy can circulate in
cyberspace. The circulation on open networks of material protected
by copyright is another significant source of concern. Conflicts may
stem from the desire of injured parties to obtain compensation for
damage suffered as a result of the circulation on a network of harm-
ful information. The legal system governing the determining of
liability as a result of the circulation of information is therefore a
major component of the infrastructure of electronic environments.

A third area of conflict involves the mechanisms designed to en-
sure that users of a network keep their word. The kind of conflict
that arises when someone on the network believes that another per-
son has not fulfilled his or her obligations calls for the establishment
of an appropriate framework to facilitate the harmonious conduct of
transactions. The question that then arises is whether bodies to stand
surety for certain contractors exist.

The Sovereignty of the User

Because information highways give users greater control over their
choices, they consequently, incur a larger share of liability for the
interaction in which they agree to take part. The absence of any
centralized control means that users have to bear the burden of en-
suring their own protection: no one can relieve them of this burden
and claim to offer guarantees against false or otherwise misleading
information. On the Internet, individuals may be dealing with a
business that adheres strictly to high standards, or they may be
taking the risk of entering into a contract with an imposter.

The question of responsibility must therefore be examined against
the background of this wider discretion which appears to be left to
individual users. The challenge to each of the sites desirous of
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holding its own is to offer optimum integrity, in accordance with the
demands of consumers or users. Individual users can choose to visit
only those sites that present guarantees of reliability and honesty or
to take risks by visiting sites operating on the basis of rules offering
few guarantees, if any. All in all, the option of evading regulations
works both ways. In some cases, people will avoid a site because it
seems too controlled and the rules in force do not suit them, whereas
in other situations, particularly when integrity and credibility are
required, they will be inclined to visit sites applying regulations that
offer optimum guarantees of integrity and reliability. In these re-
spects, the sites are in competition with one another, which entails
competing regulations.

Competing Regulations

Electronic communication presupposes a voluntary act on the part of
the user, to whom it gives the option of connecting up elsewhere.
Moreover, anyone not satisfied with the rules applying in a network
or a particular electronic environment can always set up other net-
works. This possibility has a major implication: regulation on the
Internet is an activity open to competition; no authority can claim to
exercise a monopoly over the laying down or the enforcement of
rules.

Competition may concern the quality of the guarantees of integrity
offered by each of the sites made available to users and the social
pressure these users will bring to bear. If the rules do not suit the
actors, they often have the option of changing their location so as to
evade the unwanted rules. This means that when the problem of
regulation in such an environment is tackled, the formal or state-
inspired paradigms on which legal analyses are often based must be
abandoned. :

DETERMINING RESPONSIBILITY IN CYBERSPACE

In this section, the conditions under which the various participants
in electronic communication may incur liability are set out. In order
to cover the essential aspects of the question of responsibility ad-
equately, we must refer to the principal metaphors illustrating what
the persons involved in electronic communication are doing, and
then draw up a list of the main factors which create liability for the
circulation of information in cyberspace.
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Liability in Cyberspace 193

The Principal Metaphors

In cyberspace as elsewhere, the person who physically performs the
tortious harmful act is, of course, the first to incur liability for it.
However, in electronic environments that person is not always iden-
tifiable, or may be out of reach. Hence the importance of determining
the responsibility of the other persons participating in the chain of
the information transmission.

In many situations in which the circulation of information causes
damage, the criteria for appreciating responsibility are based on the
roles assumed by the different participants in the chain in adding
value to the information. The incurring of liability rests largely on a
comparison, or an acknowledgement, of similarities and differences
existing in the systems developed for situations resembling commu-
nication in open electronic networks, such as, for instance, railway
transport or the circulation of printed matter.® It is thus asked who
acted as a publisher, a common carrier, a broadcaster, a newspaper
and so on because the obligations and responsibilities attaching to
these respective roles are well established in the law of liability. It is
therefore by extrapolating from both the characteristics of the differ-
ent communication contexts to be found on the Internet and analogies
apparent in the roles and functions of the various persons involved
that it is possible to sum up the situation as regards the law of
liability resulting from the transmission of information on the
Internet.”

In the law of a number of countries there is a close link between
the control exercised over presumably harmful information and the
ensuing liability. Thus the greater discretionary power to decide what
will be published (or broadcast), the greater the liability incurred by
such a decision.

In order to deal with the status and responsibilities of participants
in electronic communication, it is a good idea to seek parallels in
familiar communication contexts in order to find an adequate meta-
phor. Some writers advocate setting up a hybrid legal framework
specific to electronic environments and taking over various concepts
already applicable to existing channels of communication.® What
helps give the impression of a so-called loophole in the law as re-
gards the Internet is the absence of a consensus on the metaphors
that should contribute to situating the roles of the participants in
electronic communication, and also the various inadequacies inher-
ent in each of these metaphors when it comes to illustrating the roles
actually played in electronic communication.

While recourse to metaphorical analysis is likely to clarify matters
for anyone seeking to define the responsibilities of the various per-
sons involved, the limitations of such an approach are soon evident,
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as has been demonstrated by a number of authors. Whereas, tradi-
tionally, communication contexts have been well compartmentalized,’
the advent of electronic environments has created the impression
that “the legal system is trying to fit square pegs into round holes’.10
Care should therefore be taken not to extend a type of regulation to
electronic environments solely on the basis of their possible resem-
blance to pre-existing environments,!!

When attempting to identify the components of this fundamental
legal framework, it is timely to observe that a number of persons
play a role in cyberspace. Each of these participants involves varia-
tions and recombinations, so that, in some situations, one and the
same entity may assume more than one role. In environments such
as the Internet, however, there are always network operators, infor-
mation providers and one or more information carriers. According to
the (often very fluctuating), circumstances, one or other of these
entities may take on the role of a publisher, a librarian (or distribu-
tor), an owner of premises or a carrier of messages.

The Carrier

Some of the persons involved in cyberspace assume the role of mere
carriers of information. The analogy with common carriers throws
light on the conditions of liability of the administrator of an elec-
tronic mail server acting solely in that capacity.

In the same way as a carrier, an electronic communication system
sometimes does no more than serve as a channel for transporting
information from one site to another.)? As a rule, common carriers
are exempt from liability for the content of statements they are paid
by their users to carry.”® In contrast with publishers and distributors,
carriers are under an obligation to carry any message without dis-
crimination, be it with regard to the content of the message or the
person who sends it.*

The Owner of Premises

Some writers have argued that electronic communication requires
the use of a person’s property.’® This means that persons may find
themselves in a situation in which presumably harmful information
is found on premises which they own. So, what is the position in
regard to the liability of owners under such circumstances?

Owners are seldom rendered liable for acts committed on their
premises. For instance, when a hotel lets a room to a client, it has
neither the obligation nor the right to supervise what that client does

there and is therefore not liable for any illegal activities taking place
there.
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This argument is in keeping with a principle established in the
judicial doctrine of a number of countries, according to which an
owner is not necessarily liable for offences committed by tenants.
Obviously, a hotel which knowingly makes itself a centre of illegal
activities is liable for any damage, in the same way as the web site
owner would be if he or she endorsed defamatory messages trans-
mitted by users.!® It is, after all, recognized that the owner of a
property who, having been informed of the presence of libellous
graffiti on its walls and who does nothing to have them removed is
considered to be a repeater of the remarks and is liable for damages
in the same way as their author.”” Accordingly, a webmaster would
always be under an obligation to withdraw information he or she
knew to be harmful, failing which he or she would incur liability as a
repeater of the remarks.'® Thus, if the metaphor of the owner is
applied to the webmaster, the prerequisite for liability would be
knowledge of the presence of harmful information on a site."

The Publisher

The publisher publishes information. Publishing means communi-
cating information to third parties in the knowledge that the
information will be read, seen or heard. As publication is effected
intentionally, it presupposes knowledge of the content of the infor-
mation transmitted.?’ In the context of the Internet, publication may
result from the transmission of files, or of discussions in the context
of electronic conferences, or again the making available of informa-
tion in files that can be transferred via the network.?! Thus an access
provider to the Internet who examined all messages before
retransmitting them and reserved the right to forward only those
messages deemed in conformity with his or her policies would be
behaving in the same way as a publisher.

In situations such as this, the decision to publish invariably rests
with the publisher. For the publisher it is an option: he or she is
under no obligation to publish. In the sphere of the press and pub-
lishing, it is usually held that the editor-in-chief, or the publisher, is
in a position to control the information circulating as a result of his or
her activity.?? Liability for the transmission of harmful information is
entailed by this power of control.

In Stratton Oakmont Inc. v. Prodigy Services Co.* the New York
Supreme Court found that the Prodigy network was assuming the
role of a publisher. A Prodigy subscriber sent a defamatory message
concerning the director of Stratton over the network through a bulle-
tin board. The Court held Prodigy to be liable for the damages caused
to the slandered person. In order to classify Prodigy as a publisher,
the Court examined the behaviour of the webmaster with regard to
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the information carried.? In this respect, Prodigy exercises some
control over the information it carries, because its advertising an-
nounces a ‘family’ service. It must therefore eliminate any information
that does not meet this criterion by employing, among other meth.
ods, software for censoring obscene material and personnel to examine
messages and ensure that they are in line with Prodigy’s policy. In
this particular case, the Court found that the fact of using the tech-
nology required for the restriction of harmful messages was sufficient
ground for concluding in favour of editorial control and triggering
off liability: Prodigy incurred liability for the information it transmit.
ted, since it was supposed to be acquainted with its content.?

Thus, in the case of a closed and controlled discussion list, it ig
reasonable to hold that the controller is analogous to a publisher and
should therefore assume responsibility for what he or she forwards.

The Librarian

A librarian does not control the content of the information transmit-
ted or made available to readers. For this reason librarians are not
liable if that information proves to be harmful.¢ It would indeed be
unthinkable for every distributor (newspaper vendor, bookshop, li-
brary) to be under an obligation to check the contents of every
publication distributed to ensure that no offending, illegal or harm-
ful information® was contained therein. However, distributors exercise
certain choices of an editorial nature, often based on the guiding
principles of their chosen calling.

On the other hand, it is recognized that librarians are under an
obligation to withdraw information once they have been informed
that it violates the law. If not, they may incur liability for the result-
ing damages.?

In Cubby Inc. v. Compuserve Inc., an electronic message distributed
in Compuserve contained disparaging remarks concerning a rival
service provider (Cubby). The court found that Compuserve had no
control over the information circulating in its system and that it
could not, and had no reason to, know the harmful nature of the
messages. There was therefore no liability. The court compared
Compuserve with an electronic library. In the same way as a library,
Compuserve had the option of circulating or not circulating a work,
but once the work was in its system it had no editorial control over it.
Furthermore, even if Compuserve had wanted to examine each mes-
sage, their sheer numbers rendered this an impossible task.?

In addition, system operators often lack a legitimate reason for
intervening and deleting potentially harmful information. In the name
of what, and by virtue of what authority, have they to gauge the
offensive or inoffensive nature of a piece of information? By virtue of
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what authority should they set themselves up as judges with respon-
sibility for determining whether or not a content is offensive and
harmful?

The Principal Factors in the Incurring of Liability

A number of factors are taken into consideration when it comes to
determining the existence and extent of liability incurred by one or
another of the participants in electronic communication. Without
claiming to be exhaustive, I note that, in a number of legal systems,
the factors to which importance is attached are knowledge of the
information and control — whether editorial or physical — over it.
Also taken into account, in the case of certain types of information,
are the expertise of the person who produces it, the foreseeability of
the uses to be made of it, the role of the user, the context, and the
accessibility of the information.

Control over the Information

In order to determine the liability of someone who transmits the
same information to several users at the same time, it is necessary to
consider that person’s relationship to the content of the message
transmitted.* This criterion of control appears even to be a prerequi-
site for the incurring of any liability. As Perritt explains:

In all three categories of tort liability (defamation, copyright infringe-
ment and invasion of privacy), the requisite fault cannot be proven
without showing either that the actor and potential tortfeasor exer-
cised some actual control over content or that it was feasible for it to
control content and that it could foresee the possibility of harm if it
did not control content.3!

The nature and scope of the rights and responsibilities of the dif-
ferent persons involved in electronic communication depend not so
much on their official role as on the amount of control and supervi-
sion they exercise, or are reputed to exercise, over the information
and communications circulating in the open networks, or some part
of them over which they have a certain control. Rendering some
entity liable presupposes the possibility of identifying the persons
who have control over the information in the various locations in
this virtual environment.*

In this connection, Schlachter says:

There is a sliding scale of control in relation to forced access. At one
end of the scale are primary publishers, who have virtually unrestrained
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discretion over what they print or to whom they give access or dis-
seminate information. Also on this end are owners of private property,
who are similarly protected from mandatory or forced access ... . At
the other end of the sliding scale from primary publishers are com--
mon carriers who by definition must be available to all comers and
cannot refuse to provide service in a discriminatory fashion.  *

This sliding scale does not concern only the rights of access to elec-
tronic environments, it also finds its full application in the field of
liability. In this regard, Schlachter notes that ‘Those entities with
more editorial control generally also have greater exposure to tort
liability for the statements or actions of others’. This means that it is
possible to classify the degree of liability on the basis of the degree of
control which a person actually exercises over the information in a
particular situation.

Editorial discretion: control over content  Editorial discretion, mainly
exercised by a publisher or broadcaster in the traditional environ-
ments, takes the form of discretionary editorial choices — the selection
of the information to be published. If is the term denoting freedom of
expression when applied to the media as entities 3 Editorial discre-
tion presupposes fundamental autonomy in decisions relating to the
selection, treatment and circulation of information. However, its coun-
terpart is liability: the holders of editorial discretion are liable vis-a-vis
third parties for information circulated. Charkes explains below the
close relationship between the principle of editorial discretion and
that of liability:

Editing - selecting of material to be communicated and deciding how
to present it - is an activity protected by the First Amendment, al-
though less so when the editor is a broadcaster. The guarantees of our
system of free expression rest to a large extent on the assumption that
autonomous editors will exercise jud gement responsibility and, taken
as a whole, will provide the public with necessary access to diverse
views.%

Editorial discretion does not take into account the intention of
communicating a message of a harmful nature. What counts is the
intention of communicating a message whose harmful nature should
have been known to the publisher.* Thus it is generally considered
that the publisher is in a position to control all the information circu-
lating in his or her medium of communication® and is liable for
damages, and it matters little whether the offensive remarks are
made by an employee, or in an open letter to the editor, or in an
advertisement.% Liability for the transmission of information that
may be illegal or harmful is a consequence of this power of control

O
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Editorial discretion and its corollaries apply to any publication.
However, whereas print media are free to undertake the publication
of any text, the discretion of radio and television media, as broad-
casters, is seen differently.4!

Owing to the public character of the frequencies, the freedom of
expression allowed to broadcasters is markedly more limited than
that traditionally granted to the print media. However, the basic
principle remains: the holders of a broadcasting licence enjoy edito-
rial discretion even if it is more limited than in the other media. It has
generally been held that broadcasting activities, unlike those of the
print media, presuppose the use of a resource considered to be in
short supply — that is, radio frequencies — which is regarded as con-
stituting public property. Furthermore, the intrusive nature of the
broadcasting media and their supposedly greater persuasive capac-
ity have also been proposed as a justification for the special treatment
of these media in regard to freedom of expression.* Despite these
restrictions on editorial discretion, which take the form of an obliga-
tion to balance programmes and ensure that they reach a certain
standard, it is posited that broadcasters incur liability as editors of
the information broadcast by their organizations.

By contrast, the legal arrangements governing carriers reflect a
total lack of editorial control. Carriers enjoy a special privilege which
exempts them from liability for the content of messages carried by
them on behalf of their users.*> This follows from the fact that carri-
ers are under an obligation to convey any message without
discrimination, in terms of either the content of the message or the
person sending it.* Carriers may exceptionally incur liability for the
content conveyed if they are themselves the authors of the message,
but they are not liable for content coming from third parties, for
which they are merely a channel.>

Stratton Oakimont Inc. v. Prodigy Services Co.%® was the first case in
which a court found that a service provider exercised some editorial
control, and recognized that it played an editorial role, as grounds
for its liability. In this case, discussed earlier in the chapter, the New
York Supreme Court, by classifying Prodigy as a publisher, held it
liable for the damage caused to the defamed person. What is interest-
ing in this judgment is that the Court, in order to classify Prodigy as
a publisher, examined the latter’s behaviour in regard to the infor-
mation carried.

Physical control Actual physical control is exercised by a person
who, knowing that he or she is contributing to the dissemination of a
potentially harmful message, has the possibility of withdrawing the
message and stopping its circulation, not by exercising editorial dis-
cretion over the content, but by withdrawing the material embodiment
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of the content or the whole of the work. T hat such a factor is relevant
to the incurring of liability stands to reason: ‘an individual cannot
incur liability for an unforeseeable and unavoidable act in respect of
which s/he had no power to intervene.+ )

Several examples taken from traditional communications contexts
(press, radio, publishing) show that the possibility of effectively con-
trolling the medium used to circulate the information may be one of
the factors in the incurring of liability if the person implicated does
not take the precautions available to remedy the harm done after
publication or initial broadcasting.

In the field of online data transmission, it is considered that control
presupposes preliminary preservation of the information in a me-
dium:

It must be realized, however, that these torts [defamation] presuppose
preliminary preservation of the message in a medium. The idea is that
the publisher has to control what is disseminated, but, as a counter-
part, that s/he has to be in a position to do 50 ... . Now this point is
extremely important from the angle with which we are concerned
here, since a considerable part of the messages accessible on line, and
hence their content, escape the service provider. The liability exam-
ined here is therefore incurred solely in the case of storage of the
message (before it is made available to the public). And this irrespec-
tive of the duration: the person in charge of the service need only have
been in a position to exercise the supervision expected of him or her
by the law.*

Perritt stresses the fact that the possibility of exercising such physical
control does not result solely from technological factors:

The victim would prefer a rule that would allow a defendant to avoid
tort liability only in situations in which content control is technologi-
cally infeasible. Infeasibility, however, is a concept with an economic
dimension. Determining what is feasible requires balancing of risks
and benefits.*

There is thus a close relationship between effective control over in-
formation and the extent of liability.

In the case of the liability of persons who participate in the trans-
mission of messages over the Internet, the question then arises as to
whether, in the event of damage, they were in a position to take
effective action in regard to the information in order to prevent or
limit the damage. To answer this question, one has to examine the
possibilities of control over the information and the extent to which
it is exercised. It is also important, however, to examine how far the
persons concerned had knowledge of the information transmitted.
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Knowledge of the Illegal or Tortious Nature of the Information

Knowledge of the harmful nature of a piece of information is closely
related to a number of the factors on which liability is based. The
question does not usually arise in the context of publishing, when
knowledge of the harmful nature of the information goes together
with a presumption of knowledge inherent in the exercise of edito-
rial discretion: good faith on the part of the publisher does not make
any difference to the liability incurred.®® Publishing means commu-
nicating information to third parties, in the knowledge that it will be
read, seen or heard. As a product of editorial discretion, publication
presupposes a first-hand knowledge of the existence of the informa-
tion transmitted.>!

While editorial discretion entails a presumption of knowledge of
the harmful nature of the information transmitted, in the absence of
the exercise of such discretion, evidence of knowledge will have to
be brought for liability to be incurred. Knowledge may be claimed in
several circumstances:

Knowledge, or the imputation of knowledge, can be established if the
intermediary exercised content control over the messages on the net-
work (for example moderator of a bulletin board conference who
screens messages before posting them) or if special circumstances
were present, such as the fact that the operator knew of the user’s
repeated transmission of defamatory messages and had knowledge
that a recent message might be defamatory. This special circumstance
may arise even if an intermediary that otherwise does not exercise
content control receives complaints about an originator of messages.>

But how can it be made obligatory to prevent damage caused by
the dissemination of information whose harmful or illegal nature is
not likely to be established until after the hearing of both parties by a
court? It is, after all, difficult for the administrator of an electronic
'mail server to decide as to the tortious nature of a message transmit-
ted. The same question arises when the harmful nature of a piece of
information is pointed out. What credence is to be placed on external
sources of knowledge? And how should the information be subse-
quently reassessed?

These questions arose in an intellectual property context: Religious
Technology Centre v. Netcom Online Communication Services Inc.> An
anonymous user made available protected material of the Church of
Scientology, through a discussion group. As soon as the Church was
apprised of the infringement, it asked the system operator to with-
draw the material. He refused to act until he had obtained additional
evidence. The judge found that Netcom had incurred liability by its
inaction, which was equivalent to substantive participation in the
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illegal distribution of the material. However, this ruling does not
provide useful guidance for a number of cases that occur in elec.
tronic communication. In the particular case on which the ruling was

given, the evidence revealed that Netcom had done nothing to pre-

vent the distribution of the potentially illegal material, having even
refused to look at the material in question. But what weight must a
notification have to place an obligation on the system operator, or
any other intermediary able to prevent the damage by stopping cir-
culation of the material, when it is the policy of the system operator
not to exercise editorial discretion over the contents he or she helps
to circulate?>*

Another solution is to protect the intermediaries from all liability
until a ruling is given as to the harmful, illegal or infringing nature of
certain information whose circulation can be stopped. Perritt, how-
ever, points out the weaknesses in such an approach, in the case,
inter alia, of the circulation of content infringing an intellectual prop-
erty right:

That approach would not adequately protect the interests of copyright
holders. It takes a long time to get a judgement on the merits in most
jurisdictions and continued availability of infringing materials while
the litigation process proceeds could result in substantial irreparable
harm to the copyright holders.5

The notion of knowledge is also dependent on the damage likely
to be caused by the information. For instance, in the law of most
countries, defamation has to result in the person defamed being
perceived negatively by third parties — a criterion estimated in terms
of the perception of an ordinary average person.” As soon as it is
presumed that the exercise of editorial discretion entails the publish-
er’s being in contact with the whole of the content published, it is
taken for granted that the publisher, as a reasonable person, knew
that the remarks with which he or she was in contact were likely to
have an adverse effect on someone’s reputation.

In the case of information of a factual character, it is difficult for
intermediaries not involved in its production (as opposed to journal-
ists, for instance) to know that it is inaccurate and hence likely to
cause damage.”

Expertise

The notion of expertise is not exclusive to the field of information. It
constitutes one of the chief criteria for the incurring of liability in
various fields of activity. When an individual has recourse to an
expert, the latter may be liable for certain specific obligations.
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For instance, in the law governing building operations, some au-
thors say that general contractors can incur liability for damages
resulting from a building operation under their supervision in the
absence of any specific negligence on their part, for it is considered
that they guarantee that the building which they contracted to erect
will be adequate and feasible, since it can be considered that the
owner reasonably relied on the skill and judgement of the contrac-
tors.” Similarly, information brokers, although not themselves
information providers, will incur liability if damage occurs as the
result of information that is omitted, incorrect, out of date or incom-
plete:

It is the fact that we are holding ourselves out as experts and being
paid for specific expertise which creates the potential liability.”

Sookman goes still further, making explicit the close relationship
between expertise and the dependence thereon of the recipient of the
information:

Where there is a contractual relationship between the information
provider and the recipient of the information and the contract be-
tween the parties is silent as to scope of the duty of the information
provider, if the former holds himself out as, or is known as, possessing
some special knowledge, information or expertise in the field and
furnishes information in that field to the recipient knowing that the
recipient is likely to rely on the information, a legally enforceable duty
to exercise reasonable skill and care in furnishing the information will
be present.®

as

o

The concept of expertise may also apply in the field of knowledge,
noted by Elkin-Koren:

In the context of copyright law, in order to guarantee full compliance a

~ BBS operator would have to impose a high degree of monitoring.
Proprietary rights are not an attribute of the text itself, but instead
define a relationship among people concerning the work. Determin-
ing the status of proprietary rights in materials posted on a BBS thus
would require further investigation. A BBS operator would have to
determine in each case whether a subscriber copied or independently
created a certain news text, poem or program. This places a heavy
burden on BBS operators. Intellectual property involves a sophisti-
cated body of law that is ambiguous with regard to digitized works.
To understand this body of law requires a degree of expertise. Deter-
mining whether any particular work infringes copyright [also] requires
some familiarity with the texts posted and the state of the art in that
field !
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In the case of information of a technical character, the person with
the expertise will often be the only one able to detect the erroneoys
nature of a piece of information and hence to remedy the situation —
that is, to replace the potentially harmful data by accurate or
appropriate data. That person’s liability is then greater. ,

The Foreseeability of the Use of the Information and of the Damage

In a number of countries the notion of foreseeability is central to the
establishment of norms of conduct, the reason being that the person
referred to in provisions stating the rules governing liability is a
‘reasonable and careful’ person. The notion of foreseeability is there-
fore not only at the centre of the law of liability, it is also present in
non-contractual liability for an act of information.

The criteria for the estimation of due care will be the likelihood of
injury, the seriousness of the damage foreseeable and the burden of
adequate protective measures. If serious injury is fairly likely, and
the cost of taking the relevant measures is low, it will more readily be
found that an obligation existed.®

According to Tiano, the likelihood and seriousness of damage have
to be analysed on a case-by-case basis. The more dependent the user
is on the provider, and the less control the provider has over the
content of the information he or she transmits, the greater the likeli-
hood of damage. Such an analysis may assist in foreseeing whether
serious damage could reasonably be anticipated as a probable result
of the acts and omissions of an information provider:®

A duty of accuracy should not impose liability in every instance where
inaccurate information is provided. Rather ... where the probability
and gravity of foreseeable harm are great, the error reasonably pre-
ventable and the user’s reliance on the information justified, a duty of
accuracy should be imposed.®*

The purpose of the information may also have a bearing on the
foreseeability of damage. If the information can be used for only one
purpose, the provider can foresee more exactly the damage that could
result from that use. Spoor explains that:

Much will depend on the kind of data and the ends which it may be
expected to serve. A library catalogue is different from a database
containing financial information, and still other standards should pre-
vail for a medical database, the exactness of which may have a direct
impact on patients’ health and perhaps even their lives. ... The ques-
tion whether data is sufficiently accurate or not cannot be answered
without also considering what precision should reason ably be required,
taking into account the expected use of the data 65
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If the uses to which the information can be put are unlimited, the
provider cannot foresee any damage which may result. In contrast,
and to illustrate this point, it is reasonable to suppose that aeronauti-
cal information communicated to a pilot in a professional context is
specific to a single use and a single type of user.®®

The Role of the User

Liability for the transmission of erroneous information in a non-
contractual situation is conditioned by the importance of the
information to the recipient and the use that is likely to be made of it.
Indeed, the liability of the persons implicated in the information
chain is due largely to the fact that our society is increasingly de-
pendent on information systems, and these systems, for their part,
have a duty to be increasingly efficient.®

A user who is unfamiliar or unacquainted with the type of infor-
mation communicated will be more inclined to rely on it and will
have fewer reasons to check the veracity of the information con-
veyed.® Thus in Fernand Nathan v. Gribinski® (the hemlock case), the
judge found that:

No charge of negligence could be brought against the victim and her
husband, both doctors of medicine but not specialists in botany, who
had faith in the reliability of the X guide and could, without behaving
irresponsibly, allow their daughter aged 14, an age of discretion, to
use it. Nor could negligence be imputed to Mélanie Gribinski, who, on
the basis of the statements in the guide, could have believed that the
plant she was picking was harmless.

The more restricted the number of possible uses of a type of infor-
mation, the more reasonable it is for the user to expect that information
to be accurate (in so far as the information is used for the purposes
for which it is supposed to be used).”

Despite the factor of reliance on the information communicated, it
must also be noted that the role played by the user in the information
transmission chain is not negligible. In this connection, Jérome Huet
says that:

One may notice that often the role played by the user to whom the
information is sent is often not at all neutral. The user is involved in
the searches he does or, where he is a patient receiving long-term
treatment, participates in the process by supplying data himself, so
that it will often be a very delicate matter to untangle the original
cause of the loss.”!

It is therefore important to take into consideration even the way in
which the user made the inquiry and/or made use of the information
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obtained.” The user is also responsible for making appropriate use
of the information.”

The Status of the Information Provider

4
Since electronic environments present a vast number of cases and
the roles played by the persons implicated in the electronic infor-
mation chain are diverse, it is imperative to take into consideration
the different communication contexts in which information circy-
lates.

The way in which the law of liability views communication situa-
tions varies according to whether the message is distributed to the
general public or merely exchanged between two parties. In most
legal systems, the law treats private conversation differently from
the communication of information to the public. Furthermore, a vast
number of locations for the distribution and exchange of information
are to be found on the Internet and in other electronic environments.
The term applied to them, bulletin boards, is very apt: users con-
nected to a network post information on them so that it becomes
accessible to all other users.

In cyberspace, everyone who is connected to the system can be-
come an information provider. It would be inconceivable to assess
the liability of the user who has a homepage on the Web without
differentiating it from the liability of a large commercial business
whose primary purpose is to supply the public with information. It
is for this reason, moreover, that the law of most Western countries
deals with messages by classifying them according to the context in
which they were sent.”*

The Accessibility of the Information

As in a paper environment, the data that a user receives must often
be crosschecked to see whether they make sense.” The more possi-
bilities there are of checking the accuracy of the data (for example, by
means of legal data banks), the less justified and reasonable wil] be
the user’s reliance on their accuracy.”®

The very existence of damage will be likely to be disputed, in a case of
the information service being unavailable, if the user had the possibil-
ity of applying to another source. The negligence of the user will often
be put forward, particularly if it appears that the user should have
checked the quality of the information supplied.””

It will no doubt be agreed that, generally speaking, a serious error
that is difficult to detect should more readily incur the liability of the
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intermediaries, whereas ‘a slight error that is obvious and cannot
escape detection by the user ... should not be sanctioned’.”8

To summarize, the factors taken into account in the incurring of
liability always concern the existence of real possibilities of prevent-
ing damage to one or other of the participants in electronic
communication. The more a person involved is in a position to inter-
vene and prevent or limit the harmful effects of the circulation of
information, the more marked is the tendency to render that person
liable.

REGULATION: HOW BEST TO APPORTION RESPONSIBILITY

Responsibility is a source of uncertainty: those who participate in
communication in cyberspace do so more or less intensively accord-
ing to whether they are or are not aware that they will have to
assume responsibility for the information they send or help pass on.
This conveys some idea of the importance of the mechanisms de-
signed to apportion responsibility among the persons participating
in cyberspace. The apportionment of responsibility among them, also
the conditions under which they incur liability, are a consequence of
the norms and regulations which apply in cyberspace and which
constitute the source of the rights and duties of the persons partici-
ating in communication therein.

The different forms of regulation of electronic environments are in
competition with one another.” Although national norms are cur-
rently the ones to which all those involved spontaneously refer, their
legitimacy must not be taken for granted. Furthermore, despite the
fact that alternative forms of regulation are increasingly gaining rec-
ognition, this does not necessarily signal that they will replace the
national norms. According to Reidenberg, the hold of national gov-
ernments is tending to weaken, but it will not cease to exist and
‘should not be excluded as a matter of course:

For global networks, governance should be seen as a complex mix of
state, business, technical and citizen forces. Rules for network behav-
iour will come from each of these interest centres. Within this frame-
work, the private sector must be a driving force in the development of
the information society and governments must be involved to protect
public interests. At the same time, policy-making cannot ignore tech-
nological concerns and technologically driven decision-making.*

Trotter Hardy, for his part, pointing out that the existing legal
regime will continue to apply with regard to the issues it can deal
with in electronic space, expressed the view that the issues specific to
electronic environments would no doubt call for original solutions:
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Of course, a specific statutory response is only one of many legal

reactions. Case-by-case adjudication and its common, law build-up of

precedents can also be applied to cyberspace legal issues as well; an

international convention can enact uniform model laws; citizens can

create their own customs; service providers can specify behaviour in

their ‘part’ of cyberspace through contracts; a modest degree of arar-
- chy may even be desirable 5!

Such norms and regulations are conveyed by different means. They
are sometimes embodied in international texts designed for applica-
tion in all countries. In domestic law, constitutional provisions may lay
down guidelines and principles as to what state law can do in connec-
tion with communication environments. In the United States, for
instance, the First Amendment to the Constitution prevents the state
from making any law which abrogates the freedom of speech or of the
press. Such principles are often endowed with a long life. Owing to
their ‘supralegality’, constitutional principles represent more than a
mere technique of governance; they define the scope of the other rules
that the state can introduce. On this account, they must necessarily be
taken into consideration in any analysis of the regulatory techniques
conceivable in respect of an information and communication phenom-
enon such as cyberspace. Furthermore, international and national norms
are supplemented by a wide range of forms of regulation. Contracts,
self-regulation, customs and practices, and sometimes even technol-
ogy, all constitute different means of regulating the various activities
connected with electronic environments.

This process of apportioning responsibility may assume a contrac-
tual form, as demonstrated by the many stipulations declining
responsibility to be found in the contracts proposed by the Internet
access providers. The apportionment of responsibility may often be
defined in relation to national regulations, in order either fo forestall
or to anticipate some of their effects. First and foremost in the rule-
making process, however, are the rules based on personal ethics and
social pressure.

Personal Ethics and Social Pressure

The rules that have emerged so far to regulate the circulation of
information on the Internet rest on the personal ethics of the users
and are perceptible in communities sharing common aims or inter-
ests. Until now, rule-making has taken the form of self-correction by
the members of communities of users. For instance, a piece of infor-
mation disseminated by a web site may be the subject of feedback
from someone located at any point connected with that site.
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Information communities may develop generally accepted rules of
conduct without the intervention of the law or state regulation.
Internauts have arrived at rules in the interests of harmony in their
relations with one another. These rules reflect the characteristics of
this electronic environment.

Such cases of the spontaneous emergence of norms generally occur
when there is a prospect of continuity in relations. Relations may be
regular in certain contexts, such as networks of university research-
ers; they are much less so in the case of networks set up around more
evanescent or more transitory interests. For this reason, the viability
of an approach based solely on the rules of conduct adopted by the
persons involved under the social pressure of just one particular
electronic environment is open to question. Such rules usually ap-
pear in the presence of certain conditions, such as the need felt by the
participants to continue to belong to a site observing certain rules.

On the other hand, it would be a mistake to dismiss too quickly the
regulatory role of social pressure. Reference is often made to the
practice of ‘flaming’. Users dissatisfied or displeased with the behav-
iour of a participant at a site may inundate that person with sometimes
insulting messages of protest. These practices reek of public obloquy,
and the prospect of them suffices to encourage integrity on the net-
work. '

The desire to remain in an electronic environment may be enough
to incline a number of protagonists to observe the rules that prevail
there. The factors that appear to determine the extent to which norms
of conduct are obeyed seem bound up with the individual’s interest
in remaining in a continuing relationship or one likely to be followed
up. Is it not the normal reaction of any trader to behave in such a
way that customers will want to come back?

While the regulatory effect of social pressure seems undeniable, it
is nevertheless limited. It cannot, in isolation, ensure an efficient
system regulating responsibility for information circulating in
cyberspace.

Contracts

As electronic environments are primarily places for interaction, it is
assumed that the protagonists want to be in contact. Apart from
situations involving unsolicited electronic mail, interaction seldom
occurs without a consensual move on the part of each of the protago-
nists. This shows the importance of contracts in the issue of the
regulation of electronic environments. )
Information is communicated over the Internet by means of a con-
nection made deliberately by the user. It is therefore easier to see the
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legal situation thus created as proceeding from a contractual rela-
tionship between transmitter and recipient. The fact that consent, or
the option of Withdrawing it, remain initiatives on the part of the
user appears to be a key regulatory principle of the Internet. Nevep-
theless, while this contractual mechanism is appropriate for ensuring
the protection of individual interests, it is not appropriate to the
protection of necessary collective values.

Self-regulation

Self-regulation refers to norms that are voluntarily developed and
accepted by those who take part in some activity. It is already widely
practised in the sphere of the media and advertising. Use of the
Internet reveals that several types of self-regulation are current.

For instance, webmasters may adopt policies in relation to access
to the site, acceptable behaviour and prohibited acts. Most university
institutions have established policies or riles defining the rights and
prerogatives of those who make use of the institutions’ information
technology. These policies — sometimes made explicit in official docu-
ments or in the standard-form contract signed by the members or
clients ~ relate to lines of conduct in matters such as the private
character of e-mail, the conditions of use of the software available on
the network, the obligation to use one’s real name, the right to make
public commercial announcements, the right to make use of the net-
work’s resources for personal purposes, and responsibility for the
behaviour of subscribers or clients.

While the sanctions entailed by the non-observance of self-
regulation are often only psychological, reproof may, in certain cases,
be nevertheless very hard to endure. The Internet, in fact, gives wide
publicity to unfavourable information: dissatisfied users can make
people pay dearly for inappropriate behaviour.

National Law

Despite the obvious limitations to its effective application in some
cases, national law may continue to apply in a great many situations
resulting from the circulation of information on the Internet. A sig-
nificant number of disputes implicate protagonists coming under the
same national jurisdiction but, in disputes implicating protagonists
coming under different national jurisdictions, the question of the
application of the national law of a state arises in accordance with
the principles of private international law. It is then a matter of
determining which law is applicable and trying to obtain the sanction
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of the law appealed to. The problem of applicability and of effective-
ness is the same here as any private international law situation. A
more serious problem arises in situations with regard to which na-
tional legislations contain public policy or morality provisions — for
instance, what is obscene in one country may be quite acceptable in
another. Indeed, each legal system reflects a slightly different cul-
tural background, and the differences which can exist in national
legislations further complicate the process of determining an appro-
priate body of rules to govern cyberspace. This may well lead to
self-censorship in line with the policies of those countries which
- have the most restrictive systems of liability.

Even though networks are interconnected regardless of national
frontiers, there are many circumstances in which a network will be
considered, under state legislation, to be located on a particular na-
tional territory, so that someone can be rendered liable for what
circulates in the environment over which the network is supposed to
exercise control. It is therefore through the rules in regard to respon-
sibility and liability that the law catches up with the protagonists.

It is naive to imagine that increasingly significant interaction can
be developed in cyberspace without anyone being answerable for
what goes on. So in the different national territories it is the most
high-profile, and above all the most solvent, protagonists who are
likely to take the rap for any offences committed in the electronic
environments over which they exercise some control or which they
help make available on a particular national territory. This encour-
ages self-regulation. It is, indeed, in the interests of solvent
protagonists to lay down rules to prevent matters getting out of hand
and to avoid incurring liability for damages. Cyberspace communi-
ties, in accordance with their priorities and conceptions of the world,
will have to set about promoting the emergence of a coherent and
equitable legal framework to define the responsibilities of the partici-
pants in electronic communication.

CONCLUSION

It would be fitting to summarize the developments of this study by
proposing an analytical interpretation of the rules and other factors
determining responsibility as well as of the norms providing for its
apportionment among the participants in electronic communication.

Determining the criteria for the apportionment of responsibility is
a procedure which concerns all the participants in electronic commu-
nication as much as the authorities entrusted with making provision
for the rules of conduct that are bound to govern the relations estab-
lished in cyberspace.
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In the early years of the Internet explosion it was possible to be
content with asserting, by way of analysis, that the space created by
the environments of interconnected networks transcended frontiers
and afforded opportunities for evading regulations. Nowadays, it is
important to go further and to acquire the means of establishing a set
of norms appropriate to this environment. For this purpose, it must
be recognized that the characteristics of cyberspace make it neces-
sary to depart from the national paradigms which often predominate
in any consideration of standard-setting in general, and of law in
particular. The categories of law, as we know them, seem inadequate
to cover all the rules essential to the smooth working of something as
global and virtual as cyberspace. On the other hand, the fact that the
laws of states can no longer be regarded as possessing a monopoly of
the regulation of behaviour in this virtual environment does not
mean that they are irrelevant: they will continue to play a major role
when it comes to determining who is liable for tortious information.

To ensure equitable apportionment of responsibility, comparisons,
but also the necessary distinctions, must be made between roles and
functions in familiar communication contexts and those in cyberspace.
Itis also important to identify ways in which the values and precepts
often proclaimed in international instruments should prevail in the
apportionment of responsibility in electronic environments.

In short, it is more essential than ever to make a comparative
evaluation of all the regulatory techniques in order to identify those
most appropriate for bringing about the balances sought. Cyberspace
law lags behind, not so much in the absence of rules covering certain
incidents which may occur there as in the legal community’s persist-
ently confining itself to exclusively national paradigms when posing
problems and establishing a basis for rules of conduct.® Yet in envi-
ronments transcending frontiers, such as the high seas or airspace, it
has long been known that the laws of states are only one aspect of
regulation.

All the participants in electronic communication have a role to
play in determining the principles of apportionment of responsibil-
ity. The protagonists need not wait for rules to come from the state. It
is incumbent on them to define equitable precepts proactively in
order to apportion the responsibilities to be assumed by the various
participants in cyberspace activities. These precepts ought not to lie
beyond the scope of the universally recognized principles concern-
ing respect for human dignity and equality, and also for freedom of
expression.

In any case, state authorities do not escape the obligation to ensure
that their national legislations take due account of the balance be-
tween different fundamental values and adequately apportion
responsibility among the various protagonists while respecting




Liability in Cyberspace 213

fundamental rights. State authorities must ensure that the rules laid
down by their legislation are adjusted to suit the new contexts of
cyberspace.
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